Managing Folder Permissions

The Permissions Manager tool lets users request permission to drives
on the Research Data Storage systems. Instead of users emailing
various folder authorizers and having the email possibly get lost or
deleted, Permissions Manager takes care of everything. All a user has
to do is go through a few simple steps to submit a request and they will
be properly routed for approval.

»To make a permission request for RDS6 please visit https://bmirdsdp
/dp or https://bmirdsdp.chmccorp.cchmc.org - this will only work while on
the CCHMC network on-site or connected to the VPN (RES or CORP
VPN).

»To make a permission request for BMIISI on Research Isilon
storage please visit https://dp.research.cchmc.org - this link will only
work while on the CCHMC network on-site or or connected to the VPN
(RES or CORP VPN).

@ Browser Compatibility

Please use Firefox or Chrome to access the Permissions
Manager. Safari and Edge have been known to have
problems with this application.

@ Browser Security Error

If you see a browser security error when trying to access the
Permissions Manager, please follow the instructions here to
resolve the error: Fix Security Error for Permissions Manager.

Download a PDF copy of this document:
RESITHUB-ManagingFolderPermissions-050523-1338-51.pdf
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Request a Folder be Added to Permissions Manager

To request a folder to be added to Permissions Manager, send the following information to help-rds@bmi.cchmc.org:

® Full path of folder to be protected (ex.\\rds6.chmccorp.cchmc.org\Cardio-S\Documents\Carla).
®* The names of at least 2 authorizers who will manage access to the protected folder.

After the folder has been protected, it will become available in Permissions Manager. Access to a protected folder must be requested via Permissions
Manager. Instructions on how submit this request are detailed below in the section: Submitting Permission Requests.

Permissions Manager Home Screen


https://bmirdsdp/dp
https://bmirdsdp/dp
https://bmirdsdp.chmccorp.cchmc.org
https://dp.research.cchmc.org/
mailto:help-rds@bmi.cchmc.org
https://confluence.research.cchmc.org/display/RESITHUB/Fix+Security+Error+for+Permissions+Manager
https://confluence.research.cchmc.org/download/attachments/56361846/RESITHUB-ManagingFolderPermissions-050523-1338-51.pdf?version=1&modificationDate=1683308351000&api=v2
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This application works best with Firefox but Internet Explorer, Edge, Google Chrome and Safari are supported.

Requesting Permissions on RDS

1. Click the Permission Requests link on the left

2. Under User, click Change User to select the user for which you are requesting permissions (by default the selected user is you)
3. Under Folder, click Browse to find the directory the user needs to access, and then click Add

4. Under Operations, select the desired permission level (Read Only or Read Write)

5. For Explanation, type a brief justification for the permission request, and if you wish, specify the desired time frame

6. Click Submit.

Approving Permissions on RDS

1. Click the Summary link on the left

2. Click the blue square with an arrow symbol next to the request OR on the request ID number
3. Select Approve or Decline

4_Fill in a short justification why this request should be approved or declined.

5. Click Submit.

Requesting a New M: d Folder

. Summary - Shows a list of all recent pending, approved, declined, or cancelled requests.

. Permission Requests - Allows a user to request or revoke permission to a folder or network drive.

. Membership Requests - Ignore this tab (for advanced users).

. Search My Requests - Allows for a search of any type of request, operation made on a permissions request, user, start or end date, or
request ID.

A WNPE

About Drives and Managed Folders

There are two types of RDS drives, each of which can contain folders and sub folders.

All users can share data by uploading it to their (G:) drive, or divisional shared drive (ex. "Cardio-S" or "Psychology-S"). By default, data added to a
divisional shared drive can be viewed and modified by anyone in your division. However, you can request that a folder be locked down so that data
inside is shared only with select users.

If you need to share a large volume of data over a lengthy period of time -- for example, files related to a research lab or study -- it is better to store
this data on a project drive. This is an area separate from your divisional shared (G:) drive, and can be shared among multiple users via the
Permissions Manager tool.

Requesting A New Drive

You should automatically have access to your divisional shared (G:) drive. If the drive doesn't appear automatically when you log in to the Cincinnati
Children's network, please send contact your Business/Admin Office.

To request a new project drive, you will need to go to BeMyIT Store, login with your CCHMC credentials, and submit a new request for an RDS drive.
Instructions on using the BeMyIT Store are here: BeMyIT Store.

Also, if you add a new folder to your divisional shared or project drive, this folder does NOT automatically appear in the Permissions Manager. It will
have the same protections as the parent divisional drive or project drive. To protect this folder seperately, you need to send an email to help-rds@bmi.
cchmc.org asking that it be protected, with the full path of the folder to be protected, and the names of at least 2 authorizers who will manage access
to the protected folder.

Renaming Folders

A protected folder will list in Permissions Manager. If it is necessary to rename it, you must email help-rds@bmi.cchmc.org before renaming or the
permissions might not transfer properly.

Copying Data from Protected Folders and Drives

A protected folder has its own set of permissions. When moving data from a protected folder, you must copy & paste instead of drag & drop. Drag
& drop will likely result in the permissions not transferring properly, resulting in access denied errors. After pasting data in the new folder, the copied
data can be deleted from the original folder.


https://research.cchmc.org/bmistore
https://confluence.research.cchmc.org/display/RESITHUB/BeMyIT+Store
mailto:help@bmi.cchmc.org
mailto:help@bmi.cchmc.org
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Submitting Permission Requests
There are two different types of user roles in Permissions Manager:

® Requestor: Can request access to any folder.
® Authorizer: Can grant or revoke requests to gain access to a locked folder for which he/she is the approver.

If you would like to request access for yourself or for another user to any folder maintained by the Permissions Manager, you first need to click on the P
ermission Requests tab on the left side of the screen:

" VARONIS
DATAPRIVILEGE

Permission Requests U

Welcome
Membership Requests

Search My Requests

This applicatio
Once the page loads, you will be taken to the request screen.

Step 1: Select a User

By default, you will be the user that is requesting permissions to access a folder. If you are trying to gain access for yourself then continue to Step 2.

1. If requesting permissions for a user other than yourself, click the Change Users button:

"\ VARONIS
DATAPRIVILEGE

PERMISSION REQUESTS

Summary

Permission Requests USERS Display Name

Indicates the users for whom the request is GSHAREOT GSHARE (chmccorp.cchmc.org)

made. Click Change Users to select different

Membership Requests users.

Search My Requests

2. The Select Users window will appear and you can search for the user for whom you wish to request permissions. In the empty Search
textbox, enter the user’s name as "last name, first name". If you are not sure of the spelling of the names, then type just a few letters of
the last name:

SELECT USERS X

Available Users Selected Users Clear all

‘ Display Name ~ ” chmccorp.cch... ™ H Search O\‘

Enter your search criteria above to initiate the search




3. If alist of multiple users is displayed, then check the corresponding Department or Logon Name listed for the user. If you know the Logon
Name (Network ID at Cincinnati Children’s) of the user, then click in the box labeled Name, select Logon Name and enter the network ID in
the blank textbox.

SELECT USERS

Available Users

Display Name & | chmccorp.cch... ~ || Search

Display Name

Email
- =

Logon Name
¥ J\-’j_)

4. Once the user is found, click on their name in the Display Name column and that is the user for whom you will be requesting
permissions. Then click the Update button to close the Select Users window and proceed to Step 2.

Step 2: Folders

1. Here is where you select the folder to which you wish to give the user access. Click the Browse button:

FOLDERS

Click Browse to select the required folders.
Close the selection dialog box to add the
folders to the object list.

In the object list, manually add or remove
folders as necessary. Use a semi-colon () to

Click Add to move the folders in the object list

to the Operaticns table below.,




2. The Select Folders window will appear:

SELECT FOLDERS X

Q]

| Search

Display Name Display Path

+ [ Allergy

+ E AndersoncCtr
+ ﬁ Anesthesia
+ [ Asthma

+ = emi

+ [o] cAGe

+ 5 ceoi

+ [ CriticalCare

+ E Developmental Biclogy (DevBio)

3. If you know the exact name of the path of the folder you can type it in the Search field at the top of the window:

SELECT FOLDERS X

Q]

| search

Display Name Display Path

+ E Allergy

L ) sederconrer

4. Otherwise, look through the list of available drives until you find the drive you desire. Once it is found, click on the + next to the name. This
will expand the drive and show all the sub folders of that drive. If you want to collapse the drive you can click the - next to the name and it will
go back to the way it was. Sort through the folders until the desired folder is found. Select the checkbox next to the name of the folder and
click the OK button at the bottom of the window. You can also select multiple folders by clicking multiple checkboxes.

1 Note

If you know a sub folder exists but it is not listed, it probably has not been added to Permissions Manager as a managed folder. Le
arn more about how to request that folder to be added at the top of this page.
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6. The path for the selected folder(s) will be added to the textbox. Click the Add button and the folder(s) will be moved to the Operations Step:

FOLDERS \\rds6.cchmc.orgh\Project B
Click Browse to select the required folders.
Close the selection dialog box to add the
folders to the cbject list,

In the object list, manually add or remove

folders as necessary. Use a semi-colon () to
Click Add to move the folders in the object list
to the Operations table below.

Step 3: Operations

This field shows each folder you are trying to give permissions to. The available operations are shown and in this case it is Grant Access since we
are trying to gain access to the Project B folder. The type of permission is also listed which is Read Write, which allows the user to open, as well as

edit, any file in that folder. Read Only is also available under the type of permission:

OPERATIONS [ ] Folder Available Operations Permissions
For each folder, select the required operation |:| Project B Read Write -~
from the Available Operations drop-down list.
To remave a folder, select its checkbox and Read Only
click Remaowve. Read Write
* Mandatory field L
i —

If a user already has permission to a folder and you would like to revoke their permission, follow the same steps up to this point. Under Available
Operations it will instead say Revoke Access:

OPERATIONS [ ] Folder Available Operations Permissions

For each folder, select the required operation |:| Project B Read Write v

from the Available Operations drop-down list.
To remove a folder, select its checkbox and
click Remaowve.

* Mandatory field




If you wish to remove a folder from this list, click the checkbox next to the name of the folder you would like to remove and then click the Remove butto
n:

OPERATIONS Folder Available Operations Permissions

|
For each folder, select the required operation Project B Read Write v

from the Available Operations drop-down list.
To remove a folder, select its checkbox and
click Remowve.

Step 4: Explanation

An explanation as to why you are requesting access to this folder is MANDATORY. Briefly describe the reason in the textbox:

EXPLANATION Alex needs to have access to this folder so he can take a look at the project files
Type the reason why you are making the
request
* Mandatory field

Characters left: 916

Step 5: Expiration (Optional)

If a user needs permissions for a finite length of time, you can enter the date or the number of days after which you want these permissions to be
automatically revoked:

EXPIRATION

Select an expiration date for the request, if
necessary

Never on days after approval

Finish

Click the Submit button to submit the request.

Approving/Denying Permissions Requests (Authorizers Only)

Permission Request Email
Once a Permission Request has been sent, the Authorizers will receive an email stating that the permission request needs to be approved or declined.
1. This contains the link to the Permissions Manager where the Authorizer will grant or decline permission to a folder.
2. This contains the information about the request such as the name of the user requesting permission, the folder they wish to have access to,
permission level, and reason.

The rest of the email contains frequently asked questions which are sent with every permission request email and can be helpful.

Click the link at the top to proceed to the Request Details window in the Permissions Manager site.



File  Message Help  Q Tell me what you want to do

W- 8 B |9 © > | & Maktnread B8- P~ | O Find ‘ @ ‘ ) e s

] ‘

Permission request on folder for Service Account, Varonis User on Varonis2021.

S 6 @

To @ Doe, Emily Mon 22-Feb-21 10:36 AM

Permissions Manager <help-rds@bmi.cchmc.org>

PM
()

Action Required: request is to APPROVE existing access. Please approve if John Smith needs acces

CLICK HERE to approve or deny the i : @

Folder: \BMI\Project B

User: Smith, John (547982)
Request Type: Grant
Permission Level: Read Write

Reason: Testing

What do I need to do?
You must be on the CCHMC Network or connected to it through VPN. When prompted to login, please enter your CCHMC network id and password.

CLICK HERE, verify which kind of permissions are being requested to which folder and for whom, type a reason for your decision in the explanation box on the bottom, dlick approve or
dedline, and submit.

Why am I getting this email?
You have been designated as an authorizer for the above folder. At CCHMC we are being very careful about who gains access to what data. You as an authorizer have the responsibility
to decide whether the above person should have access. If there is any question, you should deny the request with @ comment requesting more information.

How do I notify the person that I approved or denied the request?
The system will automatically send an email to the requester informing them of your decision.

Is IS or Research IT involved in the decision process?
No. You (and potentially your co-authorizers) are the sole authority over the data in the folder. Neither IS nor Resarch IT is involved. If you approve a request, the system updates the
folder permissions automatically.

I approved the request but the user is telling me they can't access the folder. What do I do?
Please ask the user to restart their computer for the newly granted permissions to take effect.

Need more help?
Please see our guide to managing permissions. If you need additional support, email the BMI Help Desk at help-rds@bmi.cchme.org. In case of an
hours, call 513-636-4100.

or after regular business

Sent by CGHMC Research Data Storage
Managed by Biomedical Informatics (BMI) Research IT Services

Request ID : 15716

Viewing Requests Waiting for Approval in Permissions Manager

Alternately, you can also view any Permissions Requests that are waiting for your approval directly in Permissions Manager. Login to Permissions
Manager and find the "Requests waiting for my approval" section on the Summary Screen. You can click the section to expand it if it is not already
visible. Click the Request Details icon or the Request ID Number to proceed to the Request Details window in the Permissions Manager site. If
you select the checkbox next to one or more requests and then click the Approve/Decline button you can approve or decline those requests in bulk

and bypass viewing the details screen for each one.

SUMMARY

summary

¥ My Requests (44 items)

Permission Requests
 Requests waiting for my approval (1 item)

Membership Requests

o sta Date n n
Management S [ 15718 % Pending 0212212021 1:38:06 PM © Grant Permission Smith, lohn
Administration >

Advanced Administration >

Search

Reports

Service Account, Varonis. -uhme.org\BMI\Project &

No. of rows per page Total; 1 record

Request Details Window - Approve or Decline

The top of the screen is very important. It displays the Request Type. In many cases it will be Grant Access, but in some cases it may say Revoke

Access.

=
Request Operation Type:

If a user already has access to a folder a
made to revoke access for that user mak
approving the correct action. If you apprc
that user will no longer have permission 1
decline a Revoke request, the means tht
their current permissions.

Parts of the Request Details Window:

1. The user the request is for along wit



2. The folder the user will have access
REQUEST DETAILS x permission, and the reason the usel
3. The length of time the permission w
Requestio: 1ers . On or Expire After time was select
Request Operation Type: | Grant Access Pendlng can be picked by the Authorizer.
- . 4. Clicking the View Approval Status b
Created for of all of the authorizers for the folde
Entity Name: Smith, lohn O a 5. The Approve and Decline buttons.
Logon Name: smishp Approve or Decline the Request:
Domain Name: chmcres.cchme.org
Department: - 1. Click the Approve or Decline buttc
; — 2. Enter a Reason for choice made.
R t detail E tion Dat . .
e e 3. Click the Approve/Decline button.
Physical path: ...hmc.org\BMI\Project B
Logical path: BMI\Project B

days after approval

Classification: Classification is not available

Requested: Read Write

Membershipto:| Read Write- g5-bmiisi_Bmi_Projec...

Request Testing
reason:

Permission Request Email Update

Once a Permission Request has been approved or declined an email will be sent to that user.
1. The request type (i.e. Grant or Revoke).
2. Whether the request was approved or declined.
3. Alink that goes to Permissions Manager and displays the full details of the request.

The rest of the email contains additional instructions and information that is useful such as mapping a network drive to a computer and contact
information.

on request on folder for Service Account, Varonis User on Varonis2021. - Message (HTML)

File Message  Help Q  Tell me what you want to do

]m ~ 5 Eblv ‘ 6) (6) - {E Mark Unread E=v Fv ‘ pFind ‘ O\Znum ‘ [T Report Message v | *

(5]

Permission request on folder for Service Account, Varonis User on Varonis2

o A Repl %) Reply All —> Forward n
Permissions Manager <help-rds@bmi.cchmc.org>

To @ Doe, Emily Mon 22-Feb-21 2:44 PM

PM
L]

Update on Permissions Request

For the new permissions to take effect, Smith, John will need to reboot their computer.
Your permissions for the following folder have been updated:

Folder: \BMI\Project B

Request Type: Grant

Permission Level: Read Writ
Request Status: Approved @
Reason: John needs access.
Detailed Information: Go to the re;

(http://dptest.research.cchmc.or
2fwBkB2VSO%2fnxFvuyNBBOEL

Map this folder
To add a mapped drive for accessing this folder, click on the appropriate link below for instructions:

*  Mapping drives on Windows

+  Mapping drives on Mac OS X

Need more help?
Please see our guide to managing permissions. If you need additional support, contact Research IT Support at help-rds@bmi.cchme.org. In case of an emergency or after regular business
hours, call 513-636-4100.

Sent by CCHMC Research Data Storage
Managed by Biomedical Informatics (BMI) Research IT Services
Request ID : 15718

Viewing Permissions



1. If you would like to see who has permissions to a particular folder you can click on the Management tab on the left side of the screen. Then
underneath Management click Folder Authorizer:

Summary

Permission Requests

Membership Requests

Management

Folder Authorizer @

Search My Requests

2. On the Folder Authorizer screen under the Host/Folder Name column click on the folder you would like to look into:

FOLDER AUTHORIZER

Search Q

S
¥

Host/Folder Name Display Path ogicalpath  Explanation Display Name Entity Type Permission Expiration Date

~
@ Proecs \\eds6 cehme.org)\Project 8 Project 8
S J

3. Next, on the Permissions tab click the Magnifying Glass icon to switch the view to "Monitored permissions". This will make sure you only
see the relevant groups to view permissions on the folder.

Permissions Authorizers
-+ 1
22
Export A
Display Name Entity Type Permission  Expiration Date
+ gS-rds_Bmi_ProjectB_F (rdsG.cchme.org) Local Group  Read Write
+ g5-rds_Bmi_ProjectB_R (rds6.cchme.org) Local Group  Read Only

4. Click the + and - in the Display Name column next to the name of the group you are interested in to see a list of the users and when their
permissions expire. The groups ending in "_F" and "_R" are the main permissions groups used to grant someone access to a folder. The
" _F"is the Read Write group and the "_R" is the Read Only group.

@ There may be other groups appearing that are used by Information Services or automated server applications. Do not worry about
them being listed under your folders and groups.

You can change the Expiration Date for any user listed by clicking the date or the text "Never".



Permissions

g [ |

Ll
0

Authorizers

— g5-rds_Bmi_ProjectB_F (rds6.cchmc.org)

Shelley, Mary (rds.cchmc.org)

- g5-rds_Bmi_Project8_R (rds6.cchme.org)

Nwaodim, Ego (rds.cchmc.org)

Smith, John {rds.cchmec.org)

Expart

Local Group  Read Write

Person

Never

Local Group  Read Only

Person

Person

Never

Never

Changing the Expiration Date

You can change the Expiration Date for a user that already has permissions to a folder without revoking and granting a new permission request.

1. Follow the steps above for Viewing Permissions to find the group and user.

2. Look to the right of the user's name for the "Expiration Date" column.

3. The text in the "Expiration Date" column will either show the date the user's permissions will expire or "Never". Click the text.

Fions Authorizers

ES-rds_Bmi_ProjectB_F (rds6.cchmc.org)
:| Shelley, Mary (rds.cchmc.org)
S-rds_Bmi_ProjectB_R (rds6.cchmec.org)
:| Mwaodim, Ego (rds.cchmc.org)

:| Smith, John (rds.cchmec.org)

Local Group

Person

Local Group

Person

Person

Read Write
Mever

Read Only Q
Never
Never




Choose the new expiration (Never, On Specific Date, or Days After Approval), enter a Reason, and then click the OK button.

EDIT EXPIRATION DATE

Expiration Reason

® Never
() on

) days after approval

Characters left: 500

Coc | e |

Cancelling a request in with an activation date set in the future

If a request was accidentally submitted with an activation date set in the future, it can be cancelled by the person who submitted the request.

Cancelling a Request That Has Not Been Approved Yet

To cancel a request made in error that has not been approved by one of the authorizers:

1. Go to the Summary page.
2. After your request has been located, you will see a blue "X" on the left by the pop-out button and request ID.

SUMMARY

Summary
% My Requests (145 items)

Permission Requests
 Requests waiting for my.approval (2 items)

Date Op.Type  ReqType  Requested By Created fo Requested

Membership Requests o Status
Management (] [ 308760 Pending 03/26/2024 10:20:43AM  * Grant Permission  Eastham, Nicholas (chmcc... Eastham, Ni folder
Administration [Z + 307400 SubReq, 03/01/2024 2:1505PM  [“Grant Permission  Eastham,Nicholas (chmcc.. Eastham. Nicholas (chmec... TSTesting\Nickites
‘Advanced Administration
Search My Requests

No. of rows per page| 30 v | Total: 2 records

Reports

After clicking the blue "X" to cancel, you will see a pop up at the top of the screen confirming that you wish to cancel the request. Click "OK" if
you wish to proceed, otherwise click "Cancel".

; bmirdsdp says

Are you sure you want to cancel request ID 3087607




4. Once cancelled, the status of the request will show as "Cancelled" and you can request access to the folder for the same user again.
N SUMMARY
Summary
» My Requests (145 items)

Permission Requests

v Requests waiting for my_approval (2 items)

Membership Requests D Status

Op.Type  ReqType  Requested By reated for Requested Entity
Management (2 208760 ® Canceled 03126/2024 102043AM [ Grant  Permission  Eastham, Nicholas (chy Eastham, Nicholas (ch folder
-

Administration + 307400 SubReq 03/01/2024  2:15:05 PM Grant  Permission Eastham, Nicholas (chmec Eastham, Nicholas (chmec. TsTesting\Nickitest

Advanced Administration

Search My Requests

No. of rows per page| 30 ~ | Total: 2 records
Reports

3 Waiting for my review (0 tems)

Configuration

Cancelling a Request That Has Already Been Approved
To cancel a request made in error that has already been approved by one of the authorizers:

1. Go to the Summary page.
2. After your request has been located, you will see a plus sign (+) next to the request ID, the status will say "SubReq."
SUMMARY

Summary
> My Requests (145 items)
Permission Requests

 Requests waiting for my approval (2 items)

Membership Requests D Status Date Op. Type ype Created for Req Entity
Management () [ | 208760 Pending 03/26/2024 10:20:43AM  * Grant  Permission  Eastham, Nicholas (chmee. Eastham, Nicholas (chmce. ing\Nick\New folder
P + 307400 SubReq 03/01/2024 21505PM  [T{Grant  Permission Eastham, Nicholas (chmc.. Eastham, Nicholas (chmce. .TSTesting\Nick\test

Advanced Administration

Search My Requests

No. of rows per page| 30 v | Total: 2 records
Reports

3. Click the plus (+) button to expand the request, and you will see a sub-request. If this request says "Pending Activation" for it's status, you will
see the blue "X" on the far left for this sub-request.
M SUMMARY

Summary
3 My Requests (145 items)

Permission Requests
 Requests waiting for my approval (2 items)

Membership Requests h status Date Op.Type  Req.Type reated for Requested Entity
Management 2 308760 pending 03/26/2024 10:20:43AM = Grant  Permission  Eastham, Nicholas (chmec. Eastham, Nicholas (chy folder
Y — 1 — 307 SubReq. 03/01/2024 2:15:05PM " Grant Permission  Eastham, Nicholas (chmcc. Eastham,

p -
4 307201 |@Pending Activation 03/01/2024 2:16:02 PM Grant Membership  Eastham, Nicholas (chmec,

Easth: Nichol. h S-rds_IS_RITST:
Advanced Administration astham, Nicholas {chmec...  g5-vds. S RITSTest.

Search My Requests.

No. of rows per page | 30~ | Total: 2 records
Reports

4. After clicking the blue X" to cancel, you will see a pop up at the top of the screen confirming that you wish to cancel the request. Click "OK" if
you wish to proceed, otherwise click "Cancel".
5. Once cancelled, the status of the request will show as "Cancelled" and you can request access to the folder for the same user again.

Getting additional help

If there are still any issues after reading these instructions and any help is still needed please email help-rds@bmi.cchmc.org for further assistance.
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