Fix Security Error for Permissions Manager

When connecting to Permissions Manager (https://bmirdsdp/DP/) for the first time, some users may see a connection security error because the SSL
version used by DP it out-of-date. Below are samples of the error from different browsers and instructions on bypassing the errors.

Firefox
Use the instructions below if you are accessing Permissions Manager with the Firefox browser.

1. When prompted with the "Secure Connection Failed" error, click the "Enable TLS 1.0 and 1.1" button:

(D Secure Connection Failed

An error occurred during a connection to bmirdsdp. Peer using unsupported version of security protocol.
Error code: SSL_ERROR_UNSUPPORTED_VERSION

e The page you are trying to view cannot be shown because the authenticity of the received data could not be
verified.

® Please contact the website owners to inform them of this problem.
Learn more...

This website might not support the TLS 1.2 protocol, which is the minimum version supported by Firefox. Enabling TLS
1.0 and TLS 1.1 might allow this connection to succeed.

TLS 1.0 and TLS 1.1 will be permanently disabled in a future release.

Enable TLS 1.0 and 1.1

2. - When prompted, enter your User ID and Password:

@ Secure Connection Failed

An error occurred during a e : bl : £ ity protocol.
Authentication Required - Mozilla Firefox X
Error code: SSL_ERROR_UNS
@ https://bmirdsdp is requesting your username and password.
e The page you are trying User Name: ” ‘ ad data could not be
verified. Password: | ‘
e Please contact the webs -
OK Cancel
Learn more...

This website might not support the TLS 1.2 protocol, which is the minimum version supported by Firefox. Enabling TLS
1.0 and TLS 1.1 might allow this connection to succeed.

TLS 1.0 and TLS 1.1 will be permanently disabled in a future release.

3. Make sure to disable any pop-up blockers or allow popups from "bmirdsdp”. Firefox may prompt you about popups at the top of the window if
you need to disable them to see the Permissions Request link.

Chrome

Use the instructions below if you are accessing Permissions Manager with the Chrome browser.


https://bmirdsdp/DP/

1.

When prompted with the "Your connection is not secure" error, click the "Advanced" button:

®

Your connection is not fully secure

This site uses an outdated security configuration, which may expose your information (for
example, passwords, messages, or credit cards) when it is sent to this site.

NET::ERR_SSL_OBSOLETE_VERSION

Advanced Back to safety

. Click the link to "Proceed to bmirdsdp (unsafe):

Your connection is not fully secure

This site uses an outdated security configuration, which may expose your information (for
example, passwords, messages, or credit cards) when it is sent to this site.

NET:ERR_SSL_OBSOLETE_VERSION

Hide advanced Back to safety

The connection used to load this site used TLS 1.0 or TLS 1.1, which are deprecated and
will be disabled in the future. Once disabled, users will be prevented from loading this site.
The server should enable TLS 1.2 or later.

Proceed to bmirdsdp (unsafe)
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